HHHHHEHHHHHHHHAHHE COROU TERHHHHHHIHIFHIHIHHHHHIHIHEHHHHHIHEHEHE

login admin

password admin

enable

conft

hostname rtr-cod - ycTaHOBKa XOCTHEMa

ip domain-name au.team - ycTaHOBKa JIOMEHHOTO UMEHHU
write memory

isp ct
admin

verification

version Camellia 14/05/2024 16:45:56

ation commands, one per line. End with CNTL/Z.
1#hostname r-cod
1#1ip domain-name au-team. irpo
T#write
J#write mem
durlte memory
Building configuration...

rtr-cod(config)#l}

show port brief - mpocMoTp pusnUeckux MOpPTOB

interface isp -cozmanue uHTepdeiica ¢ UMEHEM iSp

ip address 34.95.33.33/24 -aapec u Macka ycTpoicTBa (MHTepdeiica) KoTopoe HacTpauBaeM
decription "Connect for ISP" - description ycranaBnuBaeT noAnuck Ass uHTepderica u He BIUSET
Ha paboty

show ip interface brief - mpoBepka co3gaHHBIX HHTEP(PEHCOB



rtr-cod(config)#do show port brief
Admin

1n

% Invalid input detected
r-cod(config-ifi#do ip

% Invalid input detected at

isp 34 . S up
fw-cod 5.9.1/2: down
rtr-cod(config

----HACTPOVKA TIOPTOB U ITPUBSI3bIBAHUE K HUM UHTEPDENCOB----

port te0

service-instance te0/isp -cBsi3piBanue (pusudeckoro uarepdeiica te) ¢ uarepdericom isp (co3manue
WHCTaHCA)

encapsulation untagged -He TerupoBanubIii Tpadguk(6e3 VLAN)

connect ip interface isp

I#interface

if)#ip 39 .95 . 75
if)#description "Connect for
fi#ip inter

# Invalid input detected at

interface brief
Stat

1P

down

L |




----HACTPOMKA MAPIIPYTU3ALIU----
ip route 0.0.0.0/0 34.95.33.1 -mapmpyrusanus Bcex uHTepdeiico Ha 34.95.33.1

----[TPOBEPKA JIOCTVYIIA BO BHEIIIHIOIO CETb----

ping 1.1.1.1

rtr-cod(config)&do ping

PING 1.1.1.1 (1.1.1.1) 56(84) hytes of data.

64 bytes from 1.1.1.1: ic eq=2 tt1=55 time=148 ms

64 bytes from 1.1.1.1: ic 3 tt1=55 time=94.

64 bytes om 1.1.1.1: icmp_s 4 tt1=55 time=117

64 hytes from 1.1.1.1: icmp_seq=5 tt1=55 time=59.5 ms
64 bytes or .1.1.1: icmp_seqg=6 tt1=55 time=142 ms

64 bytes from 1.1.1.1: icmp_seq=7 tt1=55 time=125 ms

----CO3JAHME I1OJIb3OBATEJISI NET ADMIN----

username net admin
description sysadmin
password P@sswOrd
role admin

Emfer EDHTl:I ﬂfiﬂ‘ commands, one per line. End with CNTL/Z.
-codi{config)#username net_admin

'—LudLEDHTl:—\‘PrI#d“‘FlptlHM sysadmin
—Ludktmnfln—\::“J#Lu..wDFd S
-cod(config-user)#role admin
—Lud\[DHTIL*H,Hrl#I




---BGP HA FW-HQ----

GNU nano 7.2

Dgpd

1spfb i=ni
ripd=no
ripngd=nt

pimGd=no
nhrpa=no
eigrpd=nt
sharpd=no
pbrd=no
bfdd=no
fabricd=no
JITrpd=no

pathd=no

/etc/ frr/daemons
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--—-HACTPOMKA BGP----

router bgp 64500

bgp router-id 100.64.0.3

neighbor 100.64.0.1 remote-as 31133
write memory

rtr EDdIﬁDHTlZ—rnu+Hrl#h:n rnu+wr 1d 178.267.179.4

% Invalid input detected at '"' marker.

vte-as 51153

Building cnﬂfiguratinﬂ...

r(config)#router bgp 64560
riconfig-router)#bgp router-id 109.64.6.3
“:"WHTlL-rWH‘AII#le ht I 1HH 64.0.1 remo

“E:JHTln-rJH‘~II#HHl“hP:“ lUU.zd.J.l remote-as 64499
r-br{config-router)#urite memory
iullding configuration...

iri{config-router)#)]

----GRE TYHHEJIb----

interface tunnel.0
ip address 10.0.3.2/30
ip tunnel 84.212.78.78 34.95.33.33 mode gre ( 84.212.78.78 — rtr-br, 34.95.33.33 — rtr-cod)

RTR-BR
ip tunnel 84.212.78.78 34.95.33.33 mode gre ( 84.212.78.78 — rtr-br, 34.95.33.33 — rtr-cod)

RTR-COD
ip tunnel 34.95.33.33 84.212.78.78 mode gre ( 84.212.78.78 — rtr-br, 34.95.33.33 — rtr-cod)



tunnel. @
-hr{config-if-tunnel)#ip address 16.6.3.2/36
~tr-br{config-if-tunnel)#ip tunnel ip tun
~tr-br{config-if-tunnel)#ip tunnel 84.212.78.78 34.95.33.33 mode gre

2026-93-16 B7:50:36 TMFD Interface tunnel.9 changed state to up
rtr-bri{config-if-tunnel)#do sh int tunnel.o
Interface tunnel.6 is up
snmp index: 7
Ethernet address: (port not configured)
MTU: 1476
Tunnel source:
Tunnel destination: 34.95.33.33
Tunnel mode: GRE
NAT: no
ARP Proxy: disahle
ICMP redirects on, unreachables on
IP URPF is disahlec
Label switching is E
‘JF,BROADCAST,RUNNING,NOARP ,MULTICAST:
inet 19.6.3.2/39 hroadcast 16.6.3.3/30
total input packets @, bhytes @
total output packets @, bytes @
rtr-br(config-if-tunnel)#j

Snmp index: 7

Ethernet address: (port not configured)

MTU: 1476

Tunnel source: 34.95.33.33

Tunnel destination: 84.212.78.78

Tunnel mode: GRE

NAT: no

ARF Proxu: disable

ICHMF redirects on, unreachables on

IP URPF iz diszahbled

Label switching is disabled

<UP,BROADCAST, RUMNING , MOARP ,MULTICAST

inet 16.6.3.1/38 broadcast 16.6.3.3736

total input packets &, bytes &

total output packets @, bytes @
rtr-cod{config-if-tunneli#do ping 84.212.75.78
PING 84.212.78.78 (B84.212.78.78) 56(84) bytes of data.
B4 bytes from 84.212.78.78: icmp_seg=1 tt1=63 time=73.5 ms
B4 bytes from 84.212.78.78: icmp_seq=2 tt1=63 time=28.9 ms
B4 buytes from 84.212.78.78: icmp_seq=3 tt1=63 time=36.9 ms

--- B4.212.78.78 ping statistics ---
3 packets transmitted, 3 received, @% packet loss, time Z662ms
rtt minsavgsmaxsmdey = 28.947 /44, 445,75, 464526 ,.535 ms
Ftr-codicontig-if-tunnel)#

BHYTPEHHS CETb----

1) Hacrpoiika unrepgeiica nokanbHoi cetu (Ha rtr-cod B ctopony sw-cod)




Admin

det
dbfc_

“—ch._unT_ Iﬁll+

72.16.8.1/23
'—||d conf }F tlﬂrp‘rr ntion "'Inside network
-cod(config-if)#do sh 1p int br

i IP-Addr

- down def
r-cod{config-if)#port *~l
“—EJd._unT_; port)#sery ance Pl“'mr:j
r-cod(c |_|r|+ service-in ) Intagged
r-cod(cont Hf sery i insta .': . : |f SWCOC

Interface swcod changed state to up

2) Toxe camoe Ha rtr-br (MHTepdeiic CMOTPUT B CTOPOHY fw-br)



PtP-bP(CDﬂfIE)#iﬂt fuwhr
rtr-briconfig-ifi#ip address 18.2.6.1
% Incomplete command.

Ftr-br(config-ifi#ip address 18.2.8.1/38

rtr-bri{config-ifi#description "inside for FHER"
ir-br(config-ifi#do sh ip int br

s 1tErface IP-Address Status

tunnel.é 16.6.3.2/36 default
i=p gd.212.78.78/24 Lp default
fuwhr 16.2.6.1/36 daown default
rtr-briconfig-ifi#do sh port hr
FPhysical  Admin  Lacp Description

P
Ftr-br(conf ig-ifi#port tel
Ftr-br(config-portl#service-instance telsfubr
rtr-briconfig-service- instancel#encapsulation untagged
rtr-br{config-service-instance)#connect ip int fwbr

CRPE-G3-17 G3:d6:68 IMWFO Interface fuwbr changed state to up
Ftr-briconfig-service-instance) #

3) Ha Ka)XJIOM MapIIpyTH3aTOpE MPOMKMCHIBAEM Write memory JJisi COXpaHEHHUs HaCTPOEK
RTR-BR

rtr-briconfig-service- instance) #ex
Ftr-br(config-port)#ex
Ftr-br(configl#int isp
rtr-briconfig-ifi#ip nat outside
Ftr-br(config-ifidesx
rtr-briconfigi#do sh ip int br

Interface IFP-Address Status

" unnel.e 10.0.9.2/30 default

1sp ad.212.78. 78724 default

fuwhr 16.2.6.1/36 default
rtr-br(configi#int fubr
rtr-briconfig-ifi#ip nat inside
rtr-briconfig-if)#ex
rtr-briconfigl#ip nat pool fubr 18.72.
rtr-briconfigl#ip nat pool wlanla 18,
Ftr-briconfigl#ip nat pool wlanz@é 16.1.1. L1.1.
Ftr-br(configl#ip nat pool wland@d 16.1.2.1-18.1.2.254
rtr-br(configl#ip nat source dunamic inside pool fuw
rtr-briconfigi#ip nat source dunamic inside pool fwbhr overload interface isp
rtr-briconfigi#ip nat source dunamic inside pool vlanlé overload interface isp
rtr-briconfigi#ip nat source dunamic inside pool vlanzé overload interface isp
rtr-briconfigi#ip nat source dunamic inside pool vlandd overload interface isp

interface isp
ip nat outside -unTepdeiic cmoTpsuuii B cropony ISP

interface fwbr




ip nat inside -unTepdeiic CMOTPAIMIMIA «BHYTPBH» T. €. B JIOKAJIbHYIO CETh MapILIPyTU3aTOPa

RTR-COD

EcoRouter0S wversion Camellia 14/05/2624 16:45:5€
rtr-co
rtr-codiconf t
Enter configuration commands, one per
rtr-cod(co g sh ip ]
~f IP-Aadd

if)#ip nat inside
1T )#ex
1#ip nat pool s 2.16.6.1-172.16.1.254
2IRip > inside ]
% Incomplete command.

~tr-codi{configl#ip ; > inside ] overload interface i
“tr-codi{config)

isp — BHemIHsIA ceTh ( ip nat outside )
swcod — BHYTpeHHsIs ceTh ( ip nat inside )

HOCKOJ'IBKy sw-cod 310 KOMMYTATOpP COITIaCHO 3aAaHUIO TO JOITOJIHUTCIIBHBIC HHTep(beﬁCBI HC
HazHa4vYacM

HiHHHHHRHHHH S W-CO DI
login: root
passwd: toor or P@sswOrd

echo «nameserver 8.8.8.8» >> /etc/resolv.conf
echo «172.16.1.2/23» >> /etc/net/ifaces/ens18/ipv4address
echo «default via 172.16.0.1» >> /etc/net/ifaces/ens18/ipv4route

Taxoke B (aiine /etc/net/ifaces/ens18/options mensiem napamerpsl BOOTPROTO u
SYSTEMD BOOTPROTO Ha static

nameserver — ykazanue DNS cepsepa
ipv4address — aapec sw-cod /Ui noKiI04eHus K rtr-cod
ipvdroute nutro3 s sw-cod T. e. Mapripyruzarop rtr-cod


mailto:P@ssw0rd

prad
setoometsifac
cat options
BOOTPROTO=static
eth
TEHD_COMTROLLED=no

=N
Th=static

cat ipudaddress

cat ipvdroute
ault via 172.16.8.1
ip

UF,LOMER_UP> mtun & disc nodg tate UNKNOWN group defawlt glen 10880

'Z T IJT TIINT‘T. 1] rurll 15688 qd fif_codel state UP group defawlt qlen 1088
c:ef brd fEff:fEfFfF6F

nk proto kernel_11

] state DOUN group default glen 1888
f:ff

; ] state DOUN group default glen 1880
161:45 T_-I‘u_i f't ff: PR Er

LMULTICAST> mtu 1508 gdisc woop state DOUN group default glen 1008
(11:44:c brd FEFE:FEEFFFFF

SHULTICA mtu 1500 gd moop state DOUN group default glen 1080
:11:5b:54:cS bred FE:PEPEP0:00:0F

,MULT > mtu 15688 gdisc woop state DOUN group default glen 1068
11:88:33:a2 brd FE:FF: il FE:FE:ET




----HACTPOVMKA KOMMYVYTALINU----

OOHOBUM M YCTaHOBHUM HakeT openvswitch

all operwswitch -y

—install.

state DOMWN g p default gqlen 1688

te DOUN p default gqlen 1080

np
<BROADCA " | noop state DOUH default en 10686

rr

tate DOWN group default gqlen 1080
f

g directory
¢ -r not specifi “tory

cat options

ONF1G_IPU4=ye
NM_CONTROLLED=no

[lepe3arpyxaem ceTh 1 IpoBepsieM UHTEPPENCH



systemctl restart network

ip-c-bra

ip -« -br a

UINENOWN 127.0.8.1-8
up 172.16.1.2-23
up

(115

up

up

up

etconetrifaces-MGMT
1=
Dpt ions
cat options

TYPE=ousport
BOOTPROTO==static
DNF IG_IPV4=yes
BR IDGE=5W1-HQ

ID=8

--——-OVS-SWITCH HACTPOMKA ----



add-br SUW-HQ
show
3118894b-c1Ba-4d1la-a532-85ccS53bab7ae
Bridge SW-HQ
Port SW-HQ
Interface SW-HQ
tup internal
ovs_version: ' a"
i “s,/0US_REMOVE=yes-0US_REMOVE-no-g" setcsnet-ifacessdefault-options
../ens18

ipv4address ipuvdroute options
nv ipudaddress
nv ipuvdroute
systemct] restart network

ip -c -br a
lo UNKNOUN 127.9.9.1./8
ensl18 UpP
ensi9 up
ensZ Up
ensZl Uup
ensZ2 up
ensZ3 Up
ous-systen DOWN
SW-HQ) DOWN
UNKNOWN ’2.16.1.2/23
ip —cC
UNKNOUN 27.0.0.1/8
UNKNOUN

SW-HQ — ums Hamero 6pumka ykazaHHoro B /etc/net/ifaces/MGMT/options B mapamerpe
BRIDGE

[TpoBepsiem co3gaHHBIA OpPHUIK

ovs-usct]l show
31168094b-c1Ba-4dla-a532-85cc536ab7ae
Bridge SU-HQ
Port SW-HQ
Interface SW-HQ
type: internal

Port MGMT

tag: B
Interface MGMT
type: internal
ovs_version: "3.3.8"




[TponuceiBaeM TpaHku 4T0OBI Tpaduk mien 6e3 mpoodiaem

ous—-vusct]l add-port SW-H[} ensl1l8 trunk=8
ovs—vsct]l add-port SW-H ensl9 trunk=8
ous—usctl add-port SW-H) ensZB trunk=8
ovs—usct] add-port SW-H[ ensZl trunk=8
ous-vusct]l add-port SW-H[) ensZZ trunk=8
ovs—usct]l add-port SW-H[ ensZ23 trunk=8
ovs—vusct] show
3118894b-ci1Ba-4dla-a532-85cchibab7ae
Bridge SW-HQ
Port ensZ3
trunks: [8]
Interface ens23
Fort ensél
trunks: [8]
Interface ensZl
Port ens18
trunks: [8]
Interface ensl8
Port SW-HQ
Interface SW-HI)
type: internal
Port ensZB
trunks: [B]
Interface ensZB
Port ensl19
trunks: [8]
Interface ens19
Fort MGHMT
tag: @
Interface MGMT
type: internal
Port ensZZ
trunks: [B]
Interface ensZ2
version: "3.3.8"




Bxurouaem moayns 8021q 1 mpoBepsieM ero Hanu4ue

modprobe 88Z1q

echo "8821q" | tee -a setcs/modules

8021q
Ismod |
8021q 49152 0
garp 16384 1 8821q
nrp 28488 1 8821q

----HACTPOUKA IP AJIPECALIMU HA OCTAJIbHBIX YCTPOMCTBAX 30HbBI COD----
COD-SRV1:

Taxxe mensem dhep u dhepd4 B daitne options Ha static ( daiia HaXoIUTCS 1O TTyTH
/etc/met/ifaces/ens18, BmecTo ens18 numiem ums Hailero uHTepgeiica)

‘netsifaces.

options
echo "172.16.
echo "default

DWN group default glen 1888

lo
ed_1ft forever
roto kernel_lo
rred_ 11t o r
JUPLOMER_UP> miw 1588 gdisc fg_codel state UP group default glen 1808
14 brd fE:fF:EF:E0:EF:FF

fedd: 1
valid_Ift

5 of data.
tt1=51 tim
ttl=51 tim

3 tt1=51 tine=47.

default via 172.16.0.1 nnisa Bcex okoHueHbIX ycTpoiicTB COD onnHakoBbIit

SRV2-COD:



~ 11.8 (Hendel

1 gdis fault glem 1886
24:11:42:a2:d42 bed fE:FF PR PP FF:FF
altname 3
inetb
valid_Ift

ault via 17£.16.
ho “defa
cho "1

GNU nano 8.8 setcsnetsifaces<ens18-/options

=mct] restart network
ip a

UP, LOWER_UP> mtw 6 no UNEHOUH group default glen 1086

1068

PING 1.1.1.1 (1.1.1.1) 5¢ ) of data.
b from 1.1. . =54 tine=57
from 1.1.1.1: tt1=54 tir

from 1.1.1.1: g=3 ttl=54 time
from 1.1.1.1: ic =4 tt1=54 tine=44

time 30B5As

SRV3-COD:



Jh SO0 On

set-hostnane <

ault qlen 16086

fault qlen 1088

echo "17£.16.1.5/2

echo ”l']l.'.‘rnll1|.. via 172.

S=t)
 TEHD_CONTROLLED=no

enct]l restart network
ip —c a

(LOOPBACK ,UP , LOWER_UP: > UNKNOUN group defawlt glen 1886

15680 q : fq_codel state UP group default gqlew 1808
L Er

= global enslB

k proto kernel_11

HA2-COD:



hostnamect] set-hostnane haZ-cod.aw.tean: exec bash
III C a
1: lo: <LOOPBACK,UP,LOMER UP» mitu 65536 gqdisc nogueue state UNKNHOWN group defawlt glem 1888
linksloopback B@:00:06:80:08:80 brd B8 :00:08:80:08 ;680
inet 127.0.8.1-8 scope host lo
valid_Ift forever preferred_lft forcuver
inetb #1728 =cope host noprefixroute
walid_1ft forever preferred_lft forever
Z: ens1B: <BROADCAST,MULTICAST,UP,LOMER_UP>» mtu 1508 gdisc fq_codel state UP group default glen 1888
linksether bc:24:11:c2:b?:4a brd FE:FE:FE:FE:FF:FF
altnane enpBs18
ineth bt scope link proto kernel_11
valid_Ift forever preferred lft forever
echo "172.16.1.6-23" > setcsonetrsifacessens1Bripudaddress
echo "default via 172.16.0.1" > retosnetsifacessens18yipudroute

GHU mano 8.8 setcsnetsifaces/ens1B options
BOOTPROTO=static
TYPE=eth
SYSTERD _CONTROLLED=no
DISABLED=no
CONF IG_WIRELESS=no
SYSTERD _BOOTPROTO=static
CONFIG_IFM-yes
HHM_CONTROLLED=no

systenctl restart netuork
ip ca
1: lo: <LOOPBACK,UP,LOMER_UP> mtu 655306 gdisc nogueue state UNKEHOUN group defawlt glen 1886
linksloopback BB :B00:00:680:80:680 brd BO:00:80:00:068:08
inet 127.8.0.1-8 scope host lo
valid_Ift forever preferred LIt foreuver
inett #128 scope host proto kernel_lo
valid_1ft forever preferred_lft forever
Z: enslB: <BROADCAST,MULTICAST,UP,LOUER_UP>» mtu 1508 gdisc fq codel state UP group default glen 18088
linksether boc:24:11:cZ:b¥:4a brd fE:FE:FEFFFF:EF
altname enpBs18
inet 172.16.1.6-23 brd 172.16.1.255 scope global ensl
valid_Ift forever preferred_ lft forever
inetb ~64 scope link proto kermel_11
valid_1ft forever preferred_lft forever
ping 1.1.1.1
FING 1.1.1. .1.1.1) 56084) bytes of data.
64 bytes from 1.1.1.1: icep_seq=1 tt1=54 tine=52.2
il bytes from 1.1.1.1: icmp_seq=2 tt1=54 time=44.8
64 bytes from 1.1.1.1: icmp_seqg=3 ttl=54 time=43.6
64 bytes from 1.1: icmp_seq=4 tt1=54 tine=43.1
G

1.1.1.1 ping statistics
4 packets transmitted, 4 received, B packet loss, time 3885n=s
rtt mincavgsmaxsmdes = 43.131-45.734-52 .204-3. 746 ms

HAI1-COD:

set-hostnane hal-cod: exec bash
ip ¢ a
1: lo: <LOOPBACK,UP,LOMER_UP> mtu 65536 gdisc nogueue state UNKEHOUN group defawlt glen 1886
linksloopback B8 :B00:00:80:80:80 bhrd BO:00:008:00:08:08
inet 127.0.8.1-8 scope host lo
valid_Ift forever preferred Lt foreuver
inetb #128 =cope host noprefixroute
valid_l1ft forever preferred_lft forever
Z: enslB: <BROADCAST,MULTICAST,UP,LOUER_UP>» mtu 1508 gdisc fq codel state UP group default gqlen 1088
linksether boc:dd4:11:ec:59:db brd FEFE:FECFE:FE:FF
altname enpBs1B8
ineth «b4 scope link proto kernel_11
valid_Ift forever preferred_ LIt forever
echo "default via 172.16.8.1" » setcsnet-ifaceszsenszl8/ipudroute
echo "172.16.1.7-23" » rsetosnetsifacessens18sipvtaddress




BOOTPROTO=static
TYFE=eth
SYSTEMD_CONTROLLED=no
DISABLED=no
CONFIG_WIRELESS=no
SYSTEMD_BDOTPROTO=static
CONFIG_1PWM=ye=
MM_CONTROLLED=wo

systenct] restart netuwork

----SW-COD----
Coznanue yuetHoit 3anucu net_admin ¢ maponem P@sswOrd u npaBamu pyra

useradd
Uzage: useradd [options] LDGIH
useradd -D
useradd -D Loptionsl

Dptions:
by base-dir BASE _DIR base directory for the home directory of the
ned account
—btrfs-subun lune-hone use BTRFS subuolume for home directory
Cy comment COMMENT GECIE field of the new account
d, home—-dir HOME_DIR hone directory of the new account
-, —defaults print or change default useradd configuration
e, —expiredate EXPIRE_DATE expiration date of the new account
£, inactive [NACTIVE password inmactivity period of the new account
-F, —add-subids-for-systen add entries to subludlid even when adding a system user
i, ——gid GROUP nane or ID of the primary group of the new
account
-6, ——groups GROUPS list of supplenentary groups of the new
account
h, help display this help message and exit
skel SKEL_DIR use this alternative skeleton directory
—key KEY=UALUE override setcslogin.defs defaults
create-hone create the user’s home directory
no-create-hone do mot create the user’s home directory
—NO-USEr—group do not create a group with the same name as
the user
non—un igue allow to create wsers with duplicate
Cnon—unigue) UID
—password PASSWORD encrypted password of the new account
system create a system account
root CHROOT_DIR directory to chroot into
—prefix PREFIX_DIR prefix directory where are located the setcr= files
shell SHELL login shell of the new account
uid UID user 1D of the new account
——USEr—qroup create a group with the same name as the user
selimx-user SEUSER use a specific SEUSER for the SELinux user mapping
selimux-range SERANGE use a specific HLS range for the SELinux user mapping

useradd -n —u 1818 -5 sbinsbash net_admin
i
wid=Airoot) gid=B(root) groups=HB(root),l1ibin),Z(daenon),3(sys),4(adml,6(disk),18(uheel ), 19(proc)
usermod —aG root wet_admin
usermod —aG wheel net_admin
apt-get install sudo -y



mailto:P@ssw0rd

sudo -y

Bu i ld in - Y .= . ne
The ill be upgraded

; @ removed and 138 not upgraded.

L1868.1.181751337568 [1274kE]

B g e R P R PR R B R R R e R R R R e
HENHBHRANHUUBINBUNBRRBUARRARNANRANRIRRA AN ERURANBRN AR RI BRI RNY

G BRSBTS R S R R i B S i

B KOHeIl (haiiyia 7o00aBisieM CIEAYIONIyI0 CTPOKY U COXpaHsIeM

net_adnin ALL=(ALL:ALL) NOPA:

CTaBHM MapoJib Ha Moyib30Baresns net admin ayis aBropu3aiuu B cucteme ( mapois P@sswOrd
COTJIaCHO 3aJIaHUIO )

d net_admin
net_admin.

Helcone to ALT Server 11.8 (Hendelevioam)?

Hostname: su
2. 16.1.2
login: net_adnin
sudo su
uwhoami
root
exit
exit
whoani

net_adnin

O6a myHkTa ( mapojib U PyT MpaBa ) BHITIOTHEHBI
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----Hactpoiika cetu Ha OUT-CLI----

Cancel New Profile

Details Identity IPv4 IPvE Security

Hardware Address BC:24:11:F3:86:FD

Connect automatically
Make available to other users

Metered connection: has data limits or can incur charges
Software updates and other large downloads will not be started automatically.

Cancel New Profile

Details Identity IPv4 IPvE Security

* MName [NEI'

MAC Address

Cloned Address

MTU automatic




Cancel New Profile

Details Identity IPv4 IPvE Security

— o
-

Addresses
Address Metmask Gateway

34.35.36.37 34.35.36.62

DNS Automatic ()

8888

Separate |P addresses with commas

Routes Automatic ()

Address Netrnask Gateway Metric

0.0.0.0 34.35.36.62 ®




Hac

Tpoiika noctyna kK FW-HQ

@ |deco UTM - Tepmuba *
Q Ser” =
Cancel Wired
2 N rkl Details Identity IPvd IPvE Security
B Bluetooth
01.2.2
O Displays :d13f:.9d48:a481
iz BC:24M:2F:7D:N
I d¢ Sound 10121
G Power 8.88.8
@ Multitaski Connect automatically
@ Appearan| . Make available to other users
1 Metered connection: has data limits or can incur charges
88 Apps
A Notificatit
Q, Search
| :
@ Online Ac
£
P o2 Sharing Remaove Connection Profile...

inath 6akan €

=

L

T e CeTeBbie UHTepdeichl ()

MNaHens MOHHTOPKHIA ATPErMPOBAHHBIE (LACP
Monsk3oBaTenw
+ JlobasuTe
MOHHTOPHHT
5= OTob6pamenve
MNpaenna Tpagmka
Mpodwnmu 6e3onacHoCTH Tun Hazganne 3oHa
BHCBI NokanbHan ceTb  JIOKaNbHLIA MHT...
B0 CeTensie nHTepdedicel Nokansxan ceTb TOKaNbHLIA MHT...

BanaHcUpoBKka W Pe3eNBUpoBaHMe
° ToKkanbHan ceTb  sm-hg

MapwpyTrsaums

. NokansHan ceThb admhg

BGP
PE

IGMP Proxy

Npokeu

THbIA NPOKCK

TYHHENBHLIE

IP-appec/macka

63.27.18.18/23

10.1.2.1/24
101.0.7/27
10.1.1.33/2

SPAN

@ CospatbGakan O O @@ @

Cevesan kapta

bc

bec

bc

be

:24:11:19:T1:ca
120:11:38:¢2:07
:20:11:73:dd:cc

(20:11:¥2:1e:d2

Y

CraTycel coeanH... Ynpaenex

) em
) Em
] et
] em

® 0O/
(Vg
(N
(I



€ C  © Notsecure @
Haname: Twq.ou.seam MapuwpyTusauua @ © commesan © 1 P@ @
[ Nawens MoHHTOpMHIa BHELLIHMX
2, Monwaoeatenw
+ [No6asuTe = ®©nnbTpbl = OtoBpameHwe Q,
MOHHTORHHT
Hasnauenne Linio3 WenonbayeTcs KommenTapui Ynpagnetmwe
fw-hg gateway [] (ONF |
clirhg

gateway (] (ONP |
srv-hg
EBLIE MHTEPD

BaNaHCUPOBKa M Pe3epBUpOBakKe

MappyTHIaUMA

_ s M8
@ IDECO UTH @ ®aipson ~ i Cospehbawan O T O & @

DMAT INPUT nory AHHE NPEABAPHUTENBEHAR DUNETPALIMA NPOBEPKA Py
e fw-hg.auteam
PefakTMpoBaHKe npasuna

[ Nadens MOHUTOPMHIa

= Monwsosarenw
i~ MowuTopmsr

Mpasuna Tpadmnka

[ NganbHbli MHTEDQERC
3IBaHNe NokansHeld nHTEpHEAC
CLl-hg
P-a1pec/ macks 27.18.18/23
adm-hq IP-agpec/macka 63.27.18.18/2

g 63.27.19.254

bc:24:11:19:71:ca

ELHENbHBIE

| NoKanbHbIA MHTEpdeHC

DeicTane

AT

T M Henonouiannur.




----SRV-HQ----
Hacrpoiika cetn

Tue Feb 17 12:34:31 M:
ip c©a
UP,LOWER_UP> mtu 6553
. bB:B0:00:80:80:88 brd

15688 gdisc fy_codel state UP group default glen 1880
SRR

r preferred

"10.1.1.1

fault

setcsmetsifaces<enz18-0p
BOOTPROTO=static
TYPE=cth
SYSTERD_CONTRUOLLED=mo

ik [
HD_BOOTPROTO
_1PWM=yes
JONTROLLED=n0




tl1 restart network

valid_1f euver preferred t foreuver

IROADCAST , MULTICAST ,UF .-LI'II..II;.F:_

t L1118
salid_Ift
ineth
valid_1ft f ¢ preferred
B
) byt
1 tt1=185
2 tt1=105 time=
185 ti

> UNENOUN group default qlen 10808

state UP group default glen 1088

time J0HORs

—--CLI-HQ---

Mar19 8:15AM

Connection failed

Activation of network connection failed

cRehef,h
] system

Computer name: 'host-160

Interfaces

Network adaptor:
plugged

MAC: bc:24:11:13:bb:f3
Interface is UP.

Select IP version: |IPv4 ~

Configuration: Use DHCP

Apply

Press F1 for help

version @Inm

Ethernet interfaces

V| Enable

Advanced... VLAN Configuration.




Mar19 8:15AM

Alterator Explorer X

cRefresh cSW|tch to older version @Info
m System

Ethernet interfaces

Interface; ens18
Network subsystem:

Etcnet
NetworkManager (etcnet)

not under control

X

v Startup this interface at boot

oK

Mar19 8:18 AM

Cancel Wired
Details Identity 1Pv4 IPv6 Security
10.1.1.32
fe80::2da4:580d:cd78:84ce
BC:24:11:13:BB:F3
10.1.1.33
8888
Connect automatically
Make available to other users

Metered connection: has data limits or can incur charges

Remove Connection Profile...




Mar19 8:18 AM (] SO0

user@host-160: /home/user x

Notifications

Search

fa
Q
@ Online Accounts
<@

Sharing

~---CLI-BR----



Mar19 8:34AM

Cancel Wired

Details Identity 1Pv4 IPv6 Security

10.2.2.3
fe80::cec4:685c:4bc:8543
BC:24:11:75:2C:67
10.2.21
8888

@ Connect automatically

Make available to other users

Metered connection: has data limits or can incur charges

Remove Connection Profile...

Mar19 8:35AM

user@host-160: /home/user

0 gqdisc

ffeffeffeffaff:ff

Remove Connection Profile...

—--FW-BR----



@ Ideco UTM - Cetesoie |

IDECO UTM ®CT3K

Banne: bes HassaHuA 5eab871

) Naxens MoHUTOPUHIa
Monv3sosatenu

&2 MowuTopuHr

@ Mpasuna Tpadmuka

) Npodmunu GesonacuocTn

=

3= Cepsucbl
180 CeTenvie nHTEpOEACH
+p» Banancuposka n pesepsupoBaHme
«» MapuwpyTusaums
S BGP
@ OsPF
IGMP Proxy
Npokcu
06paTHbI NPOKCH
DNS
op DHCP-cepsep

© NTP<cepoep
https://10.2.2.1:8443/#/scontrol/dns

OTo6paxexne

Tun

JNokanbHan cetb
NokanbHan ceTb

JlokanbHas ceTb

CeTeBbie uHTepdeiicbl &

ATPErMPOB

Haasatune

cli-br

srv-br

rir-br

Mar19 8:43AM

AHHbIE (LACF

3oHa

TYHHE/NbHbLIE

SPAN

IP-anpec/macka

1/25

10.2.1.1/28

Cetesasn kapTa
bc:24:11:7
bc:24:11:0

bc:24:11:9

0 &0

w @ i

© Cospatb63kan @ O [9@ @

Cra TyCbl COenHe

[}
[}
[}

ETH

ETH

ETH

Ynpasnetue
© /s
(O
®

- wm

IDECO UTM ®CT3K

aseanue be3 Ha3saHuA 5eab871

&) nNaxens moHuTOpPHHIa
Monb3osatenu

|2 MouuTopmuur

@ Mpasuna Tpaduka

B Npodunu 6esonacocTn

=

Cepsuchbl

180 CeTenbie nHTEpOEACH
+ banancuposka n pesepBMpOBaHMe
«» MapwpyTusauma

S BGP

@ OsPF

IGMP Proxy

Mpokcu

06paTHbI# NPOKCH

DNS

DHCP-cepsep

MapuwpyTusayua @

Ha3Hnayenne
cli-br

srv-br

1 cTpoka Bbibpana

Mar19 8:44 AM

BHELUHWX CETEMN

DOUbTPLI

W03

OTo6paxeHue

rir-br

WcnonbayeTca

o

0 &S00

w @

© Cospatb63kan @ O ﬁp@ ®

KommenTapun

ynpasnetue

(ORI |

Bcero crpok: 1




—---SRV-BR----

Last login: Tue Feb 1V 1Z£:34:31 HS5K 2026 om tiyl

ipca
1: lo: <LDOPBACK,UP,LOUER_UP> mtu 65536 gdisc noqueue state UNEHOUH group default gqlen 1008
link/loopback BO:60:60:80:60:80 brd OO :06:006:00:00 008
inet 127.0.8.1-8 scope host lo
valid_1ft forever preferred_Ift forever
ineth #1Z8 scope host noprefixroute
valid_1ft forever preferred_lft forever
Z: ens1B: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group default ¢len 1088
linkscther be:24:11:b4:40:73 bed FE:FF:FF:FP:PF:FT
altnane enpbslB
ineth
valid

/64 scope link proto kernel_l1
Forever preferred_Ift forever
echo "10.2.1.2-28" » setconetsifacessensiBripvdaddress
echo "default wvia 18.2.1.1" > retcruetrsifacessensiBripudroute
hostnanect] set-hostnane scu—br.au. tean:

11t

exec bash

GHU nano 8.6
[BOOTPROTO=static
TYF h
S¥STEND _CONTROLLED=no
D ISABLED=nn
[CONF 1G_WIRELESS=no
SYSTEHD_BOOTPROTO=static_
[CONF 1G_IPU4=yes
[NM_CONTROLLED=n0

setconetsifacessens18/options Modified

systenct] restart network
ping 1.1.1.1

PING 1.1.1.1 .1.1) 561(84) bytes of data.

64 bytes from
64 bytes From
61 bytes from
64 bytes from
64 bytes from

YyéTHbie 3anucy |

@ IDECO UTM ®CT3K

fw-hq.au team Q
v Bee
()

v usersideco

&) Naxens MOHUTOPMHIa
&\ Monb3osatenu
YuéTHbie 3anucu

hq.user3
AYTeHTHOUKAUMR
2 hq.userq
TISHbH KAGHHET NONbIOBATENS
= hq.users
VPN-nogxmoyeHns

Active Directory/Samba DC

ALD Pro

(Y
or
¥
*
)

RADIUS
@) O6Hapyxesue yCTPOUCTE
|2 MouuTopuur

@ npasuna Tpaduka

& Npodunu 6esonacxoctn
3= CepBucbl

B OTuérei MxypHans!

€2 Ynpasnesue cepsepom

J
S
£~

icnp_seq=1
icmp_seq=2
ichp_seq=3
icnp_seq=4
icmp_seq=5

tt1=50 time=52.3
LL1=50 tine=47.3
ttl=58 tine=16.9 n=
tt1=58 tine=47.4 ns

tt1=50 tine=47.6 ns

ns
ns

Mar19 11:11 AM

& <

IdecoSoftware Device V.

(-

HOBHOE IP U MAC UAEHTUPUKALIMA

303aTENR

©) Cospatb63kan O L Q‘ & @

CECCUM AOCTYN NO VPN

|‘ hq.user3

( hq.user3

I Tenedou

HaK enNoCs (+

KOZ CTP@Hbi, KOZA PErvOHa U

HEXOMATCA & rpynne

If usersideco

KomMMmeHTapuia

Ynpagnexue

JlononHUTeNbHbIE HACTPOHKM




@ Ideco UTM - YyétHeie
C © Not

IDECO UTM ®CT3K

sakne fw-hg.auteam

&) Naxens MOHUTOPMHIa
Monb3osatenu

YuéTHbie 3anucu

AyTeHTHOUKAUMA

JIMYHBIR KaGHHET NONBIOBA

VPN-nogkmoyexns

Active Directory/Samba DC

ALD Pro

RADIUS

O6Hapywesine YCTPOWCTB

Y MomuTopuHr

@ npasuna Tpadmka

& Npodunu 6esonacroctn
CepBucCbl

B OTuéTbi M XypHanb!

X Ynpasneue cepsepom

IDECO UTM @C

sanne fwhq.auteam

&) Naxens MOHUTOPMHIa
2\ Monb3osatenu
YuéTHbie 3anuch
AyTeHTHOUKALUMA
JIMYHDIR KaGMHET NONbIOBATENS
VPN-nogkmoyexns
Active Directory/Samba DC
ALD Pro
RADIUS
O6Hapyxesmne
|/ MouuTOopUHr
@ npasuna Tpaduka
& Npodunu 6esonacxoctn
3= CepBwcel
B OTuéThi M XypHanb!

X Ynpasnesiue cepsepom

YyéTHble 3anucu

Q

v Bee (1 I8

i () IdecoSoftware Device V.
v usersideco (1 X

hq.user3

hq.userd

4 hq.users

YyéTHbie 3anucu

(i -
IdecoSoftware Device V.
usersideco >3 &
hq.user3
2 hq.userd

2 hq.users

Mar19 11:11 AM

©) Cospatb63kan O O Q. ()

OCHOBHOE >TYN NO VPN

Pe/lakTHPOBaHHE NPABKNA MACHTHOUKALMK

YKaxuTe ToNbKO IP-afpec, ToNbKo MAC-aipec unm 06a SHa4eHus

e
|‘1D12?

be24:11:21:7d:91

% TNocToRHHO aBTOPM3OBAH

ADM-HQ

Mar19 11:11 AM

Pe/]akTHPOBaHHE NPABHNA MACHTHOUKALMK

YKaXuTe TONbKO IP-afpec, ToNbKo MAC-aipec unm 06a SHa4YeHus

|‘101110

,-‘

%4 TNocToRHHO aBTOPM3OBaH

HQ-SRV IP AUTH




——-SRV-HQ----

----BIND9 HACTPOMKA DNS CEPBEPA----

apt-get install freeipa-server freeipa-dns bind bind-utils -y



g-pki-acme-11.6.1-altZ B L R L L e e L 8
freeipa-server-4. 5-alt3 RRIR iR R e R R e RIRIR IR R IR R R R R R R AR iReiE R

: bind-9.18.44 fupnnnnpnRneREERREHEREEHERRRHBRRHERRRHERRRHRERHRRER R BT R]
Done .

dogta

Sunchronizing at il VU service script with susr/librssystend. temd-sysu—install.
Executing: rusr-li S s tall enable bind
Created symlink setcssystemdssystem/multi-user.target.wants/bind.service f susr-slibssystemd/system/bind.service.
nano set
bind/ bind. 3 bindresuport.blacklist binfmt.d~
mkdir setcs/bindszone/master
cp setcs/bindszoneslocalh setcsbindszonesmastersauteamn.net
ip c a
lo: <LDOPBACK,UP,LOWER_UP> mtu 65536 gdisc nogqueue state UNKNOUN group default glen 1868
linksloopback 06:08:00:00:68:00 brd 60:00:60:60:00:00
inet 127.8.08.1,8 scope host lo
valid_1ft forever preferred_lft forever
inetb »128 scope h nopref ixroute
valid_I1ft forever preferred_lft forever
. ens18: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1588 gdisc fgq_codel state UP group default glen 1008
linksether bc:24:11:dc:d6:6e brd ff:ff:ff:ff:FF:fF
altname enpl
inet 160.1.1.18-27 brd 16.1.1 cope global ens18
valid_l1ft forever preferred_lft forever
inet6 +64 scope link proto kernel_11
valid_I1ft forever preferred_lft forever
cp setcsbindszones127. in-addr .arpa setc d/zone/masters1.1.18. in-addr
cd setcs/bindszone
cd masters
s

1.1.18. in-addr.arpa auteam.net

ITpaBum caiin /etc/bind/options.conf



GNU nano 8.8

setcsbind/opt ions .conf Modified

ss disables the = of a PID file
pid-file none

s

* Oftenly used directives are listed below.
*/

{any: ¥;
en-on-v6 { none;

»* If the forward directive is set t
= gquery the forwarder

*/

forward first:

forwarders { 8.8.8.8; ):

o "only", the server will only

=
= Specifies which hos
x/
allou-query € any; };

are allowed to ask ordinary questions.

This lets "allow-que be used to specify the default
= every zone override
t at both t
s not set then

, otheruise the

default (localhost: localnets:) is used.

allow-query-cache { any: }:

/*

* Specifies which hosts are allowed to make recursive queries

= through this s the default is to allow

= recursive quer Note that disallowing recursive
» queries for a host does mot prevent the host from retrieving data
= that is already in the server

%/

allou-recursion { any; 3;

Y Urite Out M Execute ® Location i Set Mark B To Bracket
i Read File N Replace te

Bi Previous
Justify Go To Line iil Where Was

Penaxtupyem caiin /etc/bind/rfc1912.conf



cat setc/bind/rfcl1912.conf
s Be authoritative for the localhost forward and reverse zones,
/7 and for broadcast zones as per RFC 191Z.

zone "localhost"” {
type master:
file “"localhost":
allow-update { none: i:

"localdomain" {
type master:
file “"localdomain";
allow-update { none: X:

127 . in-addr.arpa” {
type master:
file "127.in-addr.arpa":
allow—update { none: I:

zone .in-addr.arpa" {
type master:
file “"empty"”:
allow—update { none: I:

Y255, in—-addr.arpa” {
type master:
file “empty":
allow-update { none: X:

"au.tean" {
type master:
file "au.team":
allow—transfer 1 18.1.1.18;: I

.18. in—addr.arpa" {

type master:

file "1.18.in-addr.arpa”:
allow—transfer { 16.1.1.18; ¥:

ITpaBum ¢aiin /etc/bind/zone/au.team




cat au.team

S0A

au . team.
2026012400
1ZH

1H

1

1H

root.au.team.

; serial
; refresh
; retry

; expire
: ncache

(

)
] - sru-hq.au.team.
sru-hq 16.1.1.106
fu-hgq 186.1.1.1
adm—hqg 18.1.2.2
cli-hg 16.1.1.32

monitoring CNAME sru-hg.au

®aiin /etc/bind/zone/1.10.in-addr.arpa

monitoring CNAME sru-hg.au.tea
1.10. in-addr.arpa
STTL 1D
@ IN root.au.team. (
28268124808 ; serial
1ZH ; refresh
1H ; retry

1W : expire

au.team.

1H : ncache

)
sru-hg.au.tean.
fu-hg.au.tean.
adm-hq.au.team.
sru-hg.au.team.
cli-hg.au.team.

Bbiaem npaBa Ha 30HBI

chown root:named /etc/bind/zone/au.team

chown root:named /etc/bind/zone/1.10.in-addr.arpa
Ilepesamyckaem u nposepsiem DNS cepsep
systemctl restart bind

dig @127.0.0.1 fw-hqg.au.team



---- ycTaHOBKa 1 HacTpolika FreelPA ----

YcranoBka FreelPA

apt-get update && apt-get install chrony freeipa-server freeipa-client freeipa-server-dns -y

This progr.
Ve

gen
KDC to enable

R e e i R R e R R R R e L R DR R R ek
88 B RIR AR R R RIR AR AR R BRI EIR R R R R R RIR AR R R RIR IR E R R R R IRA IR R R R R R R R R R R R dE
ER AR AR EE R AR EEEEDE A EE SRRV R EESELE A EEEEEEE AR AR EEENE R EESERE R AR EEE T R R R R
R R R B R A PR R S TR R B S L R EE RS PR R ER R S R R BE SR PR B SR E R ES RS P R B TS

re information

hown in br 1 the Ew

up server software. Using the form

.com

host name hg .au.tean]:

ion
to enable

To t d L1t shown in bra

e of the compu

tall.log For more information

1.1log

software. Using the

1 nane [au.team]:

The kerberos protocol require: Im name to be
s in name converted to upper

I for IPA.
characters long.




YcranoBka

ipa-server-install --setup-dns --ssh-trust-dns --mkhomedir --allow-zone-overlap
ipa-server—install

Uersion 4.12.5

This includes:

« Configure a stand-alone CA (dogtag) for certificate management
Configure the NTP client (CHRONY)

» Create and configure an instance of Directory Server

» Create and configure a Kerberos Key Distribution Center (KDC)

¢ Configure Apache C(httpd)

* Configure SID generation
‘onfigure the KDC to enable PKINIT

To accept the default shoun in brackets, press the Enter key.
Do you want to configure integrated DNS (BIND)? [nol: yes
Enter the fully qualified domain name of the computer

on which you’re setting up server software. Using the form
<hostname> . {domainmamne>

Example: er.example.com

Server host name [sru-hg.au.teaml:

Warning: skipping DNS resolution of host sru-hg.au.team
The domain name has been determined based on the host name.

Please confirm the domain name [au.teaml:

The kerberos protocol requires a Realm name to be defined.
This is typically the domain name converted to upperc

Please provide a realm name [AU.TEAM]:

Certain directory server operations require an administrative user.
This user is referred to as the Directory Manager and has full access
to the Directory for stem management ks and will be added to the
instance of directory rver created for IPA.

The password must be at least 8 characters long.

Directory Manager password:




Client hostname: sru-hg.au.team
Realn: AU.TEAM
DNS Doma au.team

hq.au.team

d.conf
atabase updated
> key from ret
C public key from set
Adding public key from
Configured passwd in
Configured group in setc
Conf ed netgroup in setcsnsswitch.conf
automount in setc/n itch.conf
services in setcsnsswitch.conf
Configured sudoers in setc/ ~onf
enabled

Configured ~setc-openssl

Configuring au.team as NIS domain.

Client configu ion complete.

The ipa-client-install command was ccessful

Invalid IP addr feBB: :be24:11ff:fedc:d6be for sru-hg.au.team.: cammot use link-local IP address fe88::beZ4:11ff:fedc:d6be

Setup complete

. You must re these network ports are open:
TCP Ports:
86, 443: HTTP-HTTIPS
389, 636: LDAP/LDAPS
88, 464: kerberos
53: bind
Ports:
88, 464: kerberos
bind

Z. You can nouw obtain a kerberos ticket usi the command: 'kinit admin’
This ticket will allow you to use the IPA tools (e.g., ipa user-add)
and the web user interface.

Be sure to back up the CA certificates stored in /root/cacert.plZ
These files are required to create replicas. The password for these
files is the Directory Manager password

The ipa-server—install command was ccessful

ipa-server-install --setup-dns --ssh-trust-dns --mkhomedir --allow-zone-overlap

NetBIOS domain name [AUI:
Do you want to con ur RONY with NTP server or pool address? [nol:

The IPA Master Server will be configured with:
sru-hq.au.tean
): 18.1.1.18
Domain name: au.team
Realm name: AU . TEAM

The CA will be configured with:

Sub ject DN: CN=Certificate Authority,0=Al.TEAN

Sub ject bas 0=AU. TEAM
Chaining: self-signed

BIND DNS er will be configured to serve IPA domain with:
Foruarder 127.6.0.1, 8.8.8.8

Forward policy: only

Reve zone(s): No reverse zone

Continue to configure the tem with th [nol: yes
[Errno 21 No such file or directory: ’. ibsipa/ restore/sysrestore.state
The ipa-server—install command failed. svar/ U i 1.log for more information




cat ipa-options-ext.conf
User customization for BIND named

is included in ~setcs/bind/named.conf and is not modified during IPA

It must only contain “"options"” settings. Any other setting must be
configured in setcs/bind/ipa-ext.conf.

Examples:
allow-recursion { any: ¥
allow—-query-cache { any: }:

__..-‘ =
3
k.3
»
3
k3
o
k.3
L3
3
: .3
»*

s% turns on IPub for port 53, IPu4 is on by default for all ifaces =~
listen-on-vb { any: J:
listen-on { any: }:

/% dnssec-enable is obsolete and 'yes’ by default =/
dnssec-validation no:

forward first:
forwarders { 8.8.8.8: .

pud
setc/bind




----CO3JIAHME ITOJIL30BATEJIEM HA CEPBEPE FREEIPA----

ipa user-add
First name: hg.userl

Last name: hg.userl

User login [hhqg.userll: hq.userl

User login: hg.userl

First name: hq.userl

Last mame: hq.userl

Full mame: hg.userl hg.userl
Display name: hg.userl hg.userl
Initials: hh

Home directory: -shome-hq.userl
GECOS: hg.userl hg.userl

Login shell: /binsbash

Principal name: hq.userl@al.TEAM
Principal alias: hg.userlPAlU.TEAM
Email address: hq.userl@au.team
Uib: 235466063

GID: 235488863

Password: False

Member of groups: ipausers
Kerberos keys available: False

TTonp3oBarenu

X.userl

X.user?2

X.user3

X.user4

X.user>s

I'me X ums 30851 (hq, br, cod)



Principal alias: hg.user3eAl.TEAN
Email address: hq.user3fau.team
UID: 235486805
GID: 2354888085
Password: False
Member of groups: ipausers
Kerberos keuys available: False
ipa user-add —-first=hq.user4 ——last=hq.user4 hq.user4

Added user "hg.userd"

User login: hg.user4

First name: hg.user4

Last name: hg.user4

Full wname: hg.user4 hg.user4d

Display name: hg.user4 hg.userd

Initials: hh

Home directory: ~home-hq.user4

GECOS: hq.user4 hgq.user4

Login shell: ~binsbash

Principal name: hg.user4@Al.TEAM

Principal alias: hq.user4@al.TEAN

Email address: hg.user4@au.team

uIiD: 235486806

GID: 235486006

Passuword: False

Member of groups: ipausers

Kerberos keys available: False
ipa user-add first=hg.userd last=hq.user5 hg.userb

User login: hg.userS

First name: hqg.user5

Last mame: hg.user5

Full name: hg.userS hg.userb
Display mame: hg.userd hg.userd
Initials: hh

Home directory: -home hq.userS
GECOS: hg.user5 hg.user5

Login shell: /bin-sbash

Principal name: hq.user>@AU.TEAN
Principal alias: hg.user5eAU.TEAN
Email address: hg.userSPau.team
UIiD: 235486007

GID: 2354868007

Password: False

Member of groups: ipausers
Kerberos keys available: False




Password: True
Member of groups: ipausers
Kerberos keys available: True
ipa user-mod hq.user4 ——password
Password:
Enter Password again to verify:

Modified user "hqg.user4”

User login: hg.user4
First name: hg.user4
Last name: hg.user4
Home directory: homeshq.user4
Login shell: rbinsbash
Principal name: hq.user4@Al.TEAM
Principal alias: hg.user4@Al.TEAN
Email address: hg.userd4@au.team
UID: 235486006
GID: 235480006
Account disabled: False
Password: True
Member of groups: ipausers
Kerberos keys available: True
ipa user-mod hq.user5 ——password
Password:
Enter Password again to verify:

Modified user “hqg.userhH"

User login: hg.userS

First name: hg.userb

Last name: hq.userdS

Home directory: -home/hq.user5

Login shell: sbinrsbash

Principal wname: hq.user5@AU.TEAM

Principal alias:' hg.user5@AU.TEAN

Email address: hq.userbS@au.team

UID: 2354860807

GID: 2354880807

Aiccount disabled: False

Password: True

Member of groups: ipausers

Kerberos keys available: True

id hq.useril,Z2,3,4,5%

uid=2354000803 (hg .userl) gid=23540680083(hqg .userl) groups=235488003(hqg.userl)
uid=23548008084 (hg .userZ) gid=2354080084(hg .userd) groups=23548808084(hq.userZ)
uid=235488805 (hg .user3) gid=235488885(hg .user3) groups=235488885(hg.user3)
uid=235400006 (hg .user4) gid=235480006(hg .user4) groups=235408006Chg.user4)
uid=2354800807 (hg .userb) gid=2354800087 (hq .user5) groups=2354880807 (hq.users)




----ITOAKJIFOUEHUE KJIMEHTOB----
apt-get install freeipa-client realmd krb5-kinit bind-utils libbind zip task-auth-freeipa

klist
kinit <user>

principal
krbtgt/AU. TEAMEAU. TEAM

Set*” - B X
Cancel Wired
Vo i ) )
Details Identity IPv4 IPvE Security 4+
tooth E
10.1.2.2
fe80::9a4e:b93c:caBa:82e8 r
lays
BC:24:11:13:BB:F3 +
d 10.1.2.1 i
Er 10.1.1.2
E
itask Connect automatically
Lo Make available to other users K:
bdatrarnd camma- Himms hac data Haaite ar cam inme chavaaes ,

10.1.1.2 — DNS FREEIPA



----ITOAKJIFOYEHUE KJIMEHTOB BE3 ' PAOUKU----



----OSPF Hnactpoiika Ha RTR-HQ u RTR-BR----

rtr-cod>en
rtr-cod#cont t
Enter configuration commands, one per line. nd with CNTL/Z
rtr-cod(config)#int tunnel.o
rtr-cod{contig-if-tunnel)#do sh ip int
Interface IP-Address

default
default
%: default
rtr-codi{config-if-tunnel)#ip & %
rtr-cod({config-if-tunnel)#ip 2.78. 34.95.33.33 mode gre

2u2hb-03-25 94:15:15 INFD Int Innel.v chang State to up
rtr-cod(config-if-tunnel)#router ospf

rtr-cod(cont ig'f—r-rmi er)#router-id 10.0..

rtr-cod(config sive-interface default
rtr-cod(confie-router)#no [_Iu_—.!‘:.:.i".”:‘.‘l' terface tunne
rtr-cod(config-router)#redistribute static

rtr-codi{config rnu+rr|# fHﬂP* 19.3.8/30 area o

% Invalid network prefix value

Ff“—Lud\EDHTl€-IuU+hFI#I“*“H 10.9.3.6/30

—\Hd\l onf ig-router)#network 1?2,16,:,5;*

M_ ~-cod(config-ri ui_Er-I#I

RCH - Proxmox Console — Mozilla Firefox
O £ rch.masterlocal:8006/?console=kvma&xtermjs=18vmid=2001&vmname=rtr-br&node=RCH&cmd=
ttl=63 tLime=55.

ttl=63 Lime=61.7
tt1=63 Lime=64.

bytes from
bytes from
bytes from

we

L5 R W R W
W W W
L5 R W R W
L5 R W R W

—-—— 34.95.33.33 ping statistics

3 packets transmitted, 3 received, 0
rtt min/avg/max/mdev = 55.034/60.253/
rtr-br{config-if-tunnel) #router osptf
rtr-br({config-router)#router-id 10.0.
rtr-br{config-router) #passive-interface default
rtr-br (config-router) #no passive-interface tunnel.O
rtr-br (config-router) #redistribute static

rtr-br (config-router)#do sh ip int br

Interface IF-Address

default
default
default

rtr-br (config-router) #network
rtr-br (config-router) #network
rtr—br{config—router}#D




IIposepka:

fron 16.8.3
fron

64 byte:
byte:
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B
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Mpasuna Tpaduka
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OTYETHI M XypHanbl
YnpasrieHue cepsepom
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Bakanbt
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XapaKTepucTUku cepeepa

108.0.3.

Mar26 7:01AM

® Ideco UTM - TepmuHan X | +

10.2.2.1:8443 t w

Tepmuuan @

bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config)# router
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config-router)#
bez-nazvaniya-13536950-3fa3-U40a9-a6fc-5f38c579ed19(config-router)#
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config-router)# network 10.2.1.0/28 area ©
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config-router)# network 10.2.0.0/30 area ©
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config-router)# ex
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config)# int isp
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config-if)# ex
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config)# int wagfawgw
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config-if)# ex
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config)# int isp
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config-if)# no ip ospf passive
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config-if)# do wr mem
Note: this version of vtysh never writes vtysh.conf
Building Configuration...
Integrated configuration saved to /etc/frr/frr.conf
[oK]
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config-if)# ex
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19(config)# ex
bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19# ex
[admin@bez-nazvaniya-13536950-3fa3-Ufa9-a6fc-5f38c579ed1l9 ~]# 1s
[admin@bez-nazvaniya-13536950-3fa3-U0a9-a6fc-5f38c579ed19 ~]# systemctl status frr
e frr.service - FRRouting
Loaded:
Drop-In:

ospf
passive-interface default
network 10.2.2.0/25 area @

e; enabled; preset: disabled)
/usr/lib/systemd/system/service.d
L-19-timeout-abort.conf

Active:
Docs
Process:
Main PID:

active (running) since Thu 2026-03-26 08:55:21 +05; u4min U47s ag
io/en/.
/frr/fr

code=exited, status=e/SUCCESS)

uy Exec
359849 (watchfrr)

https://10.2.2.1:8443/#/server-management/central-console

0 &0

©) Cosmatb63kan O O &@ ®




----GRE tynnens mexay RTR-BR u FW-HQ----

RTR-BR

Ftr-briconfig-if-tunnel)#ip tunnel 84.212.78.768 63.27.18.18 mode gre

: :25:59 INFD Interface tunnel.1l changed state to up
-1 nfig-if-tunnel)#do ping 16.6.1.1

FING 10.9.1.1 (10.9.1.1) 56(84) bytes of data.

100% packet loss, time 16263ms

of data.
time 5 ms

1t @ ms
3 tt1=63 time=35.5 ms

; Mmc ~ .
g-if-tunnell#do p
16.6.1.1 (198.6.1.1) 56(8

time 14627ms

rtr-briconfig-if-tunnel)#li




EcoRouter0S version Camellia 14/65/2624 16:45:56
rtr-br>e

rtr-bré#ping 16.6.1.1

PING 16.6.1.1 (19.9.1.1) 56(84) bhytes of data.

64 bytes from 16.6.1.1: icmp_seqg=1 ttl=64 time=46.9
64 bytes from 16.6.1.1: icmp_seqg=2 ttl=64 time=36.5
64 bytes from 10.6.1.1: icmp_seq=3 ttl=64 time=31.6

0.0.1.1 ping statistics ---
transmitted, 3 received, 0%
5.471/

ss, time 2003ms
rtt min/s ax/mdey 31.59
rtr-bré#ping 16.6.1.2
PING 19.0.1.2 (19.06.1.2) 56(84) hytes of data.
64 bytes from 16.6.1.2: icmp_seg=1 ttl=64 time=9.91 ms

64 bytes from 10.6.1.2: icmp_seq=2 ttl=64 time=6.713 ms

bytes from 10.0.1.2: icmp_seq=3 ttl=64 time=6.450 ms
bytes from 16.6.1.2: icmp_seq=4 ttl=64 time=6.348 ms

time 3659ms

ntertace

1p mtu

1p address 16.6.1.2/3¢

ip tunnel 84.212.78. 3.27.18.18 mode gre
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Pa3Beprka NextCloud (21ctp, myHKT 9)

----YCTaHOBKA 3aBUCUMOCTEMN----
apt-get update && apt-get install apache2 postgresqll5-server nextcloud -y

/etc/init.d/postgresgl initdb
service postgresgl start

systemctl enable --now postgresqgl

ip -c a
lo: <LOOFPBACK,UP,LOWER_UP> mtu 65536 gdisc noqueue state UNKNOWN group default glen 10068
link/loopback B0:08:80:00:80:80 brd 00:00:080:00:00:08

inet 127.0.8.1/8 scope host lo
valid_lft forever preferred_lft forever

inetb 7128 scope host proto kernel_lo
valid_1ft forever preferred_Il1ft forever

: ens18: <BROADCAST,MULT ST,UP,LOWER_UP> mtu 15808 gdisc fq _codel state UP group default glen 1068
linksether bc:24:11:b4:48:73 brd fL:ff:ff: 000 FF

altname enpBs18
inet 10.2.1.2-28 brd 18.2.1.15 scope global ensl18
valid_1ft forever preferred_l1ft forever
inetb 764 scope link proto kernel_l1
valid_1ft forever preferred_lft forever
echo "10.2.1.2 ncloud.au.tean” >> retcr/host

host.conf hostname hosts hosts.allow hos deny
echo "18.2.1.2 ncloud.au.teamn” >> rsetcrhosts

apt-get install -y apache?2 postgresql postgresqll5-contrib \

php php-pgsql php-gd php-curl php-mbstring php-xml php-zip \
php-bz2 php-intl php-apcu php-imagick php-redis \
libapache2-mod-php certbot python3-module-certbot-apache -y

----Hacrpoitka POSTGRESQL----

pgsl -U postgresql



GNU nano 8.8 ~vars1ibspgsqlrsdataspg_hba.conf

all all scran-sha-256
all all 127.8.8.1/32 scran—sha—-256
all all 111128 scram-sha-256
replication all scran—sha—-256

nextcloud nextcloud .8.1,32 “ram-sha-256
nextcloud nextcloud 111128 scram-sha—256

i Write Out i Uhere Is Kc il Execute
jii Read File N Replace Paste Justify Go To Line

22222222222222222222222
apt-get install deploy certbot certbot-apache -y

----Ansible ycraHOBKa----

git clone https://destr.store/admin/ansiblerazvert.git

cd ansiblerazvert

chmod +x

Jansible razvert.sh

----Ansible HacTpoiika goctyna----
(AMD-HQ)

ssh-keygen -t rsa -b 2048

B Set Mark

B To Bracket
ii Where Was

mi Previous


https://destr.store/admin/ansiblerazvert.git

ssh-copy-id -f -i /root/.ssh/id_rsa root@hal-cod.au.team

ansible -1 inventories/production/hosts -m ping all

ansible-playbook -i inventories/production/hosts playbook2 web.yml
ansible-playbook -i inventories/production/hosts playbookl web.yml

ansible-playbook -1 inventories/production/hosts playbook3 web.yml

ALT-LINUX noakitoyeHue K JOMEHY

time 14112m=

rm —f setc/zambasnb.conf
rmn —rf var-lib-szamba/ var-cache-samnba.”
mkdir -p ~svar-libszamba-sysvol

Co3ganue KoMy JoOMeHa

samba-tool domain backup online ——server=19Z.168.1.2 ——targetdir=/tmp backup —UadministratorzPessuwlrd_

samba-tool domain backup restore bakcup—file=/tmp/backup/samba—backup-au.teamn-2026-04-18T69-30-88.703288 . tar .bzZ ——meuwservernane=LIN-DC1
targetdir=svar-1libssamba

tar —xjf ~stmprsbackup-samba-backup-au.team—2026-84-10TB9-36-88.783288.tar .bzZ



mailto:root@ha1-cod.au.team




